® Vulnerabilities and Global Security
of the CNS/ATM systems

® 27th of March 2019
® Brussels - SESAR Headquarters
® 10am - 5pm
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aims at

ENGAGING!!

Researchers, students, end users, operators, industrial stakeholders, manufacturers, regulators...

- Facilitate research transfer, involve end users from early stages, define research challenges...
1.2



BACC s N
Engage

These people...

il
|||||||1\
Ml
|

p S5 s LF = Lrg
whERe & BEEASA  FREqUENTS

European Aviation Safety Agency
EUROCONTROL

) UNIVERSITY

&
Crimaxis  TUDelft

UNIVERSITY
. 5=® BELGRADE OF TRIESTE
engagektn.com
W twitter.com/EngageKTN

1.3



AsDA (+...) m@m

AJSWISS . —

me_B— NATS

Honeywell
¢ HungaroControl

m Hungarian Air Navigation Services

" [ t TAA ((o aslogic A

American Airlines g —

<
[ osu4 |

I I ‘ < TURKISH AIRLINES 0

=
London Luton Airport G ESTAIR FllghtG|Oba|
. BOEING

C'I"‘PANS @IIJMJM\}I .
REAL COOPERATION, REAL RESULTS I.iL\ l P.-‘%

FINNAIR
N INFORM

@ Thomas Cook Airlines

I IFSTTAR Lufthansa Systems AIRLINE PASSENGERS COMMUNITY
M AG S Air Navigation Services —
\ of the Czech Republic PACI A

4 Civil Aviation Directorate of the Republic of Serbia

x - HELI-O-S

‘ Belgocontrol M,. o
Pt @ th.rmpqu
' Department h
HEAMAY )
W ) for Transport  TUBITAK /‘

BACC s N
Engage

SESAR +
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engaged this people!
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Through a large number of activies

BACC s N
Engage

Summer schools, PhDs programmes, workshops, SIDs, catalysts funding, and,

Engage Thematic Challenges

At the core of the KTN is the definition of various thematic challenges: £ i’ A’
new ideas suggested by the research community, not already included KK
within the scope of an existing SESAR project. They are developed along ; & A

with the ATM concepts roadmap and complementarily with some of the
network's PhDs and theses.

website
open invitation
@ industry partners

Tl SRR

COLLABORATIVE DESIGN

-16 catalyst funds up to €60k

-(Mostly) migration to higher TRL
-'Light touch’ - 12 months max

-2 calls: ¢.OCT 2018 & APR 2020

4-6 thematic challenges
per year, applied & exploratory, Dedicated sessions at SIDs
each with own workshop

W

CNS/ATM vulnerabilities
and global security

SESAR x
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Thematic challenge

Initial ideas

SESAR "

CNS/ATM components (e.g., ADS-B, SWIM, datalink, Asterix) vulnerabilities imply a risk.

Mitigate vulnerabilities, moving towards a cyber-resilient system, fully characterising ATM data, its
confidentiality, integrity and availability requirements.

Better understanding of the safety-security trade-off.

Security assessments for legacy systems are needed without having to replace and refit.

Future systems security by design is essential to ensure confidentiality, cyber-resilience, fault
tolerance, scalability, efficiency, flexibility and trust among data owners.

Collaborative, security-related information exchange is essential to all actors in aviation (multi-

stakeholder, multi-system, where confidentiality and trust are key).

https://engagektn.com/thematic-challenges/ -



Engage

Workshop objectives

Facilitate discussion. Aviation stakeholders.

Multidisplinarity - transferability

Create awareness

Opportunities vs risks of data sharing

ATM vulnerabilities and mitigation actions

Security risks assessment - how?
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@ 10:00 -11:00 Opening & Welcome / State of the Art in CNS/ATM security research

@ 10:00-10:20

Ruben Flohr, SESAR JU: “Cybersecurity: Setting the scene”
® 10:20-10:40

Matt Shreeve, Helios: “State of play of CNS security”
® 10:40-11:00

Q&As session
® 11:00 -11:30 Coffee

® 11:30 -13:15 Vulnerabilities and mitigation actions of current CNS/ATM technologies

® 11:30-11:50
Tim Stelkens-Kobsch, DLR-GAMMA:"Challenges and aﬁproaches
to enhance security of CNS/ATM systems - the researcher’s view”

® 11:50-12:10
Joe Dauncey, NATS: “Enabling Digital Trust”

® 12:10-13:15
Facilitated debate

® 13:15 -14:15 Lunch

® 14:15 -16:15 New concepts and technologies for the future CNS/ATM system

® 14:15-14:35
Patrick Mana, Eurocontrol: "Cybersecurity in CNS/ATM - current & future challenges”
@® 14:35-14:55

Theodore Kiritsis, IFATSEA: "A cybersecurity arhcitectural approach
for legacy- and swim-based cns/atm systems and the atsep working position”

@ 14:55-15:15
Antonio Carreas, Skymantics: "Risks and opportunities of global
IP aviation communications: towards multi-domain security governance”

® 15:15-16:15
Facilitated debate

® 16:15 -16:45 Conclusions presentation and next steps on Engage KTN

SAR 44’

JOINT UNDERTAKING.
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Lunch break

Options available at the info doc
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Debate session

Held on slido.com or App
Event: #EngageKTN

Login, add your ideas and vote

Workshop closing
Finished by 16.45h
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JOINT UNDERTAKING.
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Join and enjoy the discussion!

<D0
Engage

Logln @ slido.com #EngageKTN

engagektn.com
Y twitter.com/EngageKTN
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